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METHOD AND APPARATUS FOR PROTECTING COPYRIGHT OF
DIGITAL RECORDING MEDIUM AND COPYRICHT PROTECTED
DIGITAL RECORDING MEDIUM

5  BACKGROUND OF THE INVENTiON
l. Field of the Invention
- The present invention relates to a copyright protection for a digital recordmg
medium, and more particularly, to a copyright protection method and apparatus for a
digital recordmg medium storing encrypted data and a copyright protected digital

10 recording medium.

2. Description of the Related Art
In the future as wél] as at present, a copyright protection for all contents or
software used in audio/video (A/V) equipment or computer-reluted equipment is

15 mdlspensablc Accordmgly, hardware or software having various copyright
protection functiots ure under development according to various standards or rules.

One of currently developed or proposed copyright protection techniques
utilizes the principle of a cryptosystem, There are a symmetrical cryptosystem
represented by a data encryption standard (DES) and an asymmetrical cryptosystem

20 ‘represented by an RSA (Riverst, Shamir & Adleman), us a cryptosystem for
encryptmg information or message itself. There are an authentication system and a
content scramble system (CSS) as methods used 1o realize the above cryptosystem.
There are a user authentication, a digital signature or a message authentication as the
authentication system.

25 | A macfovisinn heing a widely sproad copyright pruicction technique prevents a
digital-to-analog copy. For example, when a.copy or replica is attempted into
analog magnetic tape as in a conventional video cassette recorder (VCR), the
macrovision makes a sync signal continuously varied at random, to thus lower a
picture quality abruptly. The content scramble system (CSS) being another

30 copyright protection technique employs the authentication system and the
cryptusystem at the same time, in order to prevent a digital-to-digital c'opy. The
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CSS is used for copyright protection of a digital versatile disk (DVD) ROM drive
and a DVD decrypter card mounted On a computer.  After the DNVD-ROM drive aud
the DVD decrypter card have aufhenticated each other, encrypted A/V data which is
recorded on a DVD-ROM s decoded through the decrypter card. That is, the
5 DVD-ROM drive uses an incorporated chip or program to perform an aﬁthenrication
work with respect to the DVD decrypter card, and the DVD decrybter card uses an
incorporated chip or program to perform an authentication work and a data decoding
operation, |
Meanwhile, a DVD player include_é a separé.te chip or a micro-controller
10 program which can decrypt encrypted data, and reads and reproduces the encrypted
A/V data from a DVD without having an authentication procedure. |
Using the above-described copyright protection techniques can only prevent
unauthorized copies .of general users, but cannot prevent unauthorized copies of

technical copying experts.

SUMMARY OF THE INVENTION _
" To solve the above probleins, it is an object of the present invention to provide
a copyright protection method for a digital recérding medium storing encrypted data.
It is another object of the present invention to provide a digital recording
- 20 medium whose copyright is protected. - A
| ' It is still another object of the present invention to provide an apparatus .using a
digital recording medium whose_ copyright is pratected. '
To accomplish the above object of the present invention, there is provided a
copyright protection method for protecting a copyright with respect to a digital
25 recording medium, the copyright protection method comprising the steps of: (a)
eficrypting information to be recorded using a cryptosystem; (b) recording the
information encrypted in step (a) on the digital recording medium; and (¢) recording
a cypher key necessary for decryption of the information encrypted in step (a) on the
digital recording medium in a manner that the cypher key is not allowed tu be
30  copied.

There is also provided a digital recording medium comprising: a data recording

2
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fegion on at least one part of which information encrypted using a cryptosystem is
recbrded; and a copy disapproval region on which a cypher key necessary for

decryption o.f the encrypted information recorded on the data recording region is

recorded.

5 There is further provided q p_laybauk apparatus tor a digital recording medium
including a data recording region on at leést one part of which information encrypted
using a cryptosystem is recbrded; andr a cupy disapproval region on which g cypher

key necessary for dgcryption of the encrypred information recorded on the data
recording region .is recorded, the playback apparatus comprising: a memory for

10 stqring the cryptosystem; a reader for reading data recorded on the digital recording
medium; and a decrypter for decrypting the encrypted information recorded on the
digital recording medium, based on the cypher key read fr;)m the digital recording
medium by the reader. _ | —
-There is still further provided a digital recording and/or reproducing apparatus

I5  comprising: a digital recording medium including a data recording region on at least
one part of which information encrypted using a cryptosystem is recorded and a copy
disapproval region on which a cypher k‘ey necessary for decryption of the encrypted
information recorded on the data recording region is recorded; a memory for storing

the cryptosystem; a reader for reading data recorded on the digital recording

20 medium; and a decrypter for dccrypting the encrypted information recorded an t’l;e.
digital recording medium, based on the cypher key read from the digital recording

medium by the reader.

BRIEF DESCRIPTION OF THE DRAWINGS
25 o The abbvc objects und other advantages ot the present invention will become
‘more apparent by describing the preferred émbodiment thereof in more detail with
reference to the accompanying drawings in which: |
FIG. 1 is a flowchart diagram for explaining a signal processing when data is
recorded on a DVD-ROM; ' |
30 FIG. 2 shows the structure of a BCA code;
F1G. 3 is a flowchart diagram for explaining a signal processing when data is

3
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recorded ona DVD-ROM according to an embodiment of the present invention; and

FIG 4 is a block diagram showing a digital recordmg/rcproducmg apparatus

accurding 10 another embodiment of the present invention
\
S DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
Preferred embodiments of the present invention will be dcscnbcd with
referencc to the accompanying drawings.
When encrypted data is recorded on a digital record\mg medium according to
an embodlmcnt of the present invention, a cypher key for decrypting the encrypted
10 data is recorded on a copy disapproval region of the dxgntal recording medium.
Thus, a playback apparatus can reproduce encrypted data such as programs or
information recorded on the digital recording medium only in the case that the
cypher key recorded on the digital recording medium can be reproduced. In
embodiments according to the present invention, after data has been encrypted using
15 various cryptosystems including a symmetrical cryptosystem and an asymmetrical
cryptosystem, the encxéypted data is recorded on a data reéording region of the digital
recording medium and a cypher key used for encryption of data is recorded on a copy
disapproval region positioned in the outer area of the data recording region. Here,
~ the data recording reg{lon is comprised of a lead-m area, a user of Jula area, and a
20 lead out area, and the copy disapproval region is positioned in the outer area of the
data rccordmg region. lln particular, in the case that the digital recordmg medium is
an optical disk, the copy disapproval regien ‘is positioned in the outer area of the
lead-in area and in a position where an optical head can read data recorded on the
copy disapproval region. |
25 | Prior t-o describing a first embodiment of the present invention, a general data
recording method with respect to a DVD-ROM will be described below with
reference to FIG. 1. _
When software such as Audio/Video (A/V) data or programs is recorded on a
DVD-ROM, the data or program is signal-processed in units of main .data of 2048
30 bytes obtained by dividing the data or program. In step 101, identification ({D) data
of' 4 bytes and an ID error detection code (IDE) of 2 bytes for the ID are added in

4
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each main data. Then, copyright management information CPR_MAI of 6 bytes is

added therein in step 102. An error detection code (EDC) for all the ID, IDE,

CPR_MALI and the main data is added therein (step 103), Aftcr the EDC has been

added, only the main data is scrambled (step IO4)A. A data sector is produced
5 performing steps 101 through 104, »

An error correction (ECC) encoding for data séctors is perfohhed with respéct
to 16 data sectors (step 105). A parity outer (PO) portion of 16 rows obtained by
the ECC encoding is interleaved within the data sectors (step 106). Asa result, 16
recording sectors are producéd (step 107)  ¥ach rﬂdnrdil;g 3ectud is suparated o

0 26 sync frames and data in each sync frame is eight-to-fourteen plus (EFM+)
modulated using an EFM plus tablé_ (step 108)., The EFM+ modulation is moadified
from EFM modulation duta that is used for recording data on a compact disk (CD), in -
order to be appropriate for recording data on a read-only DVD (DVD-ROM).
Actually, the EFM+ niodulation is an eight-to-sixteen modulation for converting an

15 8-bit symbol into a 16-bit codeword expressed hy a binary code. Ry performing
step 108, 16 physical sectors are produced. |

- The EFM+ table used in step 108 complies with speciﬁcut_ions for a DVD-
ROM and is comprised of a main conversion table and a subétitution table. Each of
the main conversion table and the snhstitution table has four statcs. LCuch state has

20 16-bit codewords individually corresponding to symbols and next state values
individually corresponding to the codewords. For reference, the main conversion
table has an assbciation relationship betweeni the c_odew;)rds corresponding to 256
symbols. Since each state has the codeword and the corresponding next state value,

~ adigital sum variation (DSV) is as close as possible to a dircct-current (DQC) level.

25 As a\..[.)SV ié closer to a DC level, a stable signal characteristic is provided even in
the case of eccentricity of a DVD-ROM or damage on the disk surface.

In this embodiment of the present invention, data to be recorded is modulated
using 8 EFM+ table varied from the above-described EFM+ table, to thereby record
the encrybted data on a recording medium. Also, in this embodiment, a table

30 number representing a varied EFM+ table used for encrypting the data is used as a

cypher key, and is recorded on a copy disapproval region of the recording medium,

5
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in ort,jer to ;?rotcct a copyright with respect to the recording n;edium storing the data.
For clarity, an EFM+ table according to the specifications for a DVD-ROM s
defined as a "fundamental EFM-!- table", and a EFM+ (uble 'modiﬁed from the
fundamental EFM+ table is defined as a "varied EFM I table",

S In order to vary a fundamenta] EFM+ table accofding to the specifications for a
DVD-ROM within a range where an error does not oceur in a DVD -recording and/or
reproducing apparatus, the embodiment of the present invention lets symbols
corresponding to decimal numbers 0 through 255 in the above-described main
conveisiun Lable shitt by one place, For examplé, when the main conversion table

10 includes a codeword "0010 0000 0000 100" corresponding to a sywmibol value "0, a
codeword "0010 0000 0001 0010‘; corresponding 10-a symbo! value "1", and a
codeword ."0010 0001 0010 Q000" corresponding to a symbpl value "2", one of the
Va;ied main -c'onversion table has a codeword "0010 0000 0001 0010" correspohding
to a symbol value "0" and a codeword "0010 0001 0010 Q000" cofresponding to a

IS symbol value "1", The ahove varying method of the fundamental EFM+ table, that
is, d rﬁeth0d for prdducing varied EFM+ tables by re-associating a symbol-codeward
relationship in the fundamental EFM+ table is obvious to anyone who has an
ordinary skill in the art. Therefore, the detailed realization method will be omitted.

When a main conversion table is varied in the above manner, 255 varied EFM+

20 tables are obtained from' the fundamental EFM+ table. In this embodiment, a
symbol value in the main conversion table is used as a table number for each EFM+
table, in order to discriminate a total of 256 EFM+ tables including a fundamental
EFM+ table from each other. Therefore, a varied EFM+ table having a codeword
corresponding to a symboi vvalue “1" in the unvaried main conversion table as

25 codewbrd corresponding to its own symbol value "0", has a table number " | Also,
the fundamental EFM+ table having the unvaried main conversion table has a table
nuxﬁber “0".  Such tablé numbers can be expressed by one byte, and can be changed
as any figure or can be included in a serial number designated on a disk by a
manufacturer. The table number is necessary for decoding the corresponding

30  software and thus is recorded on a copy disapproval region in the DVD-ROM.

In the following, a copy disapproval region in a DVD-ROM where a table

6
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recorded according to an ¢mbodiment of the present invention is recorded, will be
described with reference to FIG. 2. '
The DVD-ROM contains a burst_cutting} area ('BCA) as a copy disapproval data
5 recording region. A BCA code recorded on the BCA has a BCA preamble field of
one row, a BCA data field composed of 4n (wherein | <p < 12 and n'is an integer),
~and a BCA postamble field of one row, in which each row has § .byle-s in size.
These tl?ree BCA fields are sequentially recorded on a DVD without having a gap.
The BCA preamble ﬁeld has a BCA sync SByca of one byte. and a BCA preamble of
10 4 bytes following the SBaca. The BCA data field has a BCA re-sync RSy, being a
leading portioh of each row, a plurality of information data I, I,, ..., I,,..« and an
error correction code ECCyc,.  Each of the information data and the error correction
code has 4 bytes in size. ‘ A
In-a first embodiment of the present invention, the BCA preamble of the
15 above-described BCA, particular]y, the last byte in the BCA preamble is used for
recording a table nufnber._ Therefore, the BCA preamble becomes "00h 00h 00h
XXh" including "XXh" reprcsehting a table number of the varied EFM+ table used
tor modulating the information to be recorded. In the case that a fundamental
EFM+ table defined in the specifications for a DVD-ROM is used for modulation of
20 data, a BCA preamble becomes "00h 00h 00h OOh". Thercfore, the present
invehtion can be compatible with a DVD playback apparatus which does not support
‘a varied EFM+ table, - -
.FIG. 3 is a flowchart diagram for explaining a method for generating 16

physical sectors from data to be recorded, which is used in the first embodiment of
25 - the brésent invention.
In FIG. 3, steps 101 through 107 are the same as those described with reference
to. FIG. 1. Thus, the detailed description thereof will be omitted. In step 310,
when cﬁcrypting data to be recorded, one of the 255 varied EFM+ tables excepting
the fundamental EFM+ table is selected. '
30 The 256 EFM+ tables are stored in a storage (not shown) in a DVD recording
and/or reproducing apparatus and selectively used from the storage for EFM’-

7
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modu}atirig data to be recorded and/or reproduced. The EFM+ tables aré stored in
the storage in the form of a variable EFM+ table which can generate the above-
described 256 EFM+ tables by ré-ass;ciating a symbol-codeword relationship. |In
this case, a varied EFM+ table which is obtained from the variable EFM+ table and
5 cprrcspdnds to information to be recorded and/or reproduced is stbred in a separate
RAM and the varied EFM+ table stored in the separate RAM is used for modulating
and/or demodulating information to be recorded and/or reproduced. By doing so,
data can he demodulated at a desired speed. Alternatively, 256 EFM+ tables stored
in a ROM are used. In step 320, information to be recorded is modulated using a
10 selected varied EFM+ table. As aresult, 16 physical sectors are produced.

However, if all data including information to be recorded on a DVD-ROM is
-modulated using a varied EFM+ table and then ‘recorded on a DVD, there is a ‘
problem concerning a compatibility during playback of the DVD. Thus, data 10 be
recorded on a lead-in area of the DVD is modulated using a fundamental EFM+ table

I5° and information to be recorded on an information recording area of the DVD is
modulated using a varied EFM+ table. .

' In step 330, separate data représentativc of a varied EFM+ table used for
recording information on'a DVD-ROM, that is, a cypher key such as the above-
described table number is fééorded on a separate region on the DVD-ROM, i.e. a

20 BCA preamble. o

When reproducihg the DVD-ROM, a DVD playback apparétus first reads a
BCA code from the DVD-ROM to recognize a table number. Then, a demodulator -
in the DVD playback apparatus reads a varied EFM+ table corresponding to the .
recognized table number from an internal table RAM and demodulates information

25 rcco;-d-cd on fhe DVD-ROM, for example, A/V data or programs.

The above-described embodiment can be casily applied to A/V equipment or -
computer-related ecjuipment which is essentially inexpensive, differently from the
equipment using existing copyright protection. téqchniques requiring separate
hardware or software and a common staﬁdard.

30 The above-described first embodiment of the present invention uses a

recording modulation of data using an EFM+ table as a cryptosy:stem. However,
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the present invention is not limited to the above embodxment Therefore, the

prcsznt mvennon can be apphed to a digital recording medium storing encrypted data

using various cryptosystems and various dlglml recording and/or reproducing
systems for the digital recording media.

FIG. 4 shows a digital tecording and/or reproducing apparatus according to g
second embodiment of the present invention. The apparatus shown in ¥ IG. 4 uses
an existing recording modulation method for a data recording modulation without
any modlﬂcanon and uses a separate cryptosystem for encrypting information (o he
recorded and/or decrypting the encrypted information to he reproduced

The apparatus of FIG. 4 performs recording and/or reproduction of the
encrypted information with respect to an optical disk 41. The apparatus includes a
recorder/reader 43 for the optical disk 41, g memary 45 for storing the cryptosystem
and an encryptor/decryptor 47 for encrypting or decryptmg information using the
cryptosystem stored in the memory 45.

The optical disk 41 includes a dala recording region for recording the
encrypted information and a BCA used as a copy disapproval reglon Recorded on
the BCA is a cypher key for decryptmg the encrypted information recorded on the
data recording region. A portion on which ‘the cypher key is recorded is a BCA
preamble. However, since the recording position does not limit the present
invention, the cypher key can be recorded on a portion where an undetined portion
exists in the BCA data field. - “The BCA is formed on a portion of a transparent
wmduw located between a central hole and a lead-in region: nn the optical disk. In
particular, the BCA is formed on a posmon where an optical head provided in the
rer.order/rcader 43 can read data recorded on the BCA. A DVD-ROM, a DVD-
RAM or a hybnd DVD can be used as the optical disk 41 used in the FIG. 4
apparatus. The hybrid DVD has a read-only ROM area and a rewritable RAM area
as the data recording region.

When the FIG. 4 apparatus reproduces the optical disk 41 containing encrypted
information, the recorder/reader 43 reads a cypher key recorded on the BCA of the
optical disk 41 loaded into a deck (not shown) and reads the encrypted information
recorded on the data recording region. The encrypted information and the cypher

9
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key are supplied to the encryptor/decrypter 47. The encryptor/decrypter 47
decrypt:. the encrypted information using the read cypher key and the cryptosystem
stored in the memory 45. The decrypted mformatlon is supplied to a signa|
proocaser (uul shown),

5 The encrypted information recorded on the data recording region of the optical
disk 41 can be encrypted using existing various encryption systems or techniques.
Therefore, in the case that the memory 45 stores CryptObySIt‘:n‘lS according to a
plurality of encryption techniques, the FIG. 4 apparatus can decrypts the data stored
on the optical disk 41 and encrypted using the various Cryptosysiems, by means of a

10 corresponding cryptosystem stored in the memory 45 and a single Cyphu key
recorded on the BCA. Also, when the memory 45 is implemented as a RAM, lhc

cryptosystem recorded in the memory 45 can be altered into another cryptosystem.

Meanwhile, the optical disk 41 is a DVD-RAM or a hybrid DVD which is
tegally sold or provided, the FIG. 4 apparatus encrypts new information using the

15 cypher key which has been already recorded on the BCA and records the encrypted

' new information on the optical disk 41, or records the encrypted information which
can be decoded using the cypher key recorded on the BCA, on the optical disk 41.
Therefore, in this case, a software provider can provide encrypted information to be
added in the contents contained in the optical disk 41 only to a legal end user,

20 w:thout any separate conﬁxmatlon on whether the optical disk 41 js possessed
legally. °

In the above second embodiment, a recording and reproduung apparatus for a
dlgntdl recording medium has been described. However, -it is also obvious to
anyone skxlled in the art that a reproduction-only apparatus for a digital recording

25 medium can be embodied from the second embodiment. within the scope of the
present invention. . :

As described above, the copyright protection method and apparatus and the
copyright protected digital recording medium can protect a copyright with respect to
contents which are sold or provided by means of digital recording media. In

30 addition, since a copyright protection function can be realized using a currently

available modulation table, a playback apperatus for a copyright protected digital

10
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What is claimed is: ,
] 1. A copyripht protection method for protecting a copyright with respect Lo a

2 digital recording medjum, the cdpyright protection method comprising the steps of:

3 (a) encrypting information to be recorded using a cryptosystem
4 (b) recording the 'inforrnation encrypted in step (a) on the digital recording
3 medium; and '

6 - (¢) recording a cypher key for decrypting the information encrypted in step (a)
7 onthe digital recording medium in a manner that the cypher key is not allowed to be

R copied,

i 2. The copyright protection method according to claim 1, wherein said digital
2 recording medium is an optical disk and. said cypher key is recorded on a burst

3 cutting area (BCA). .

] 3. The copyright protection method according to claim 2, wherein said

[ 18 4

cypher key is recorded on a BCA preamble.

! 4. The copyright protection method according to claim 2, wherein said

~

optical disk is a digital versatile disk (DVD) and said cryptosystem is a content

3 scramble system.

| 5. The copyright protection methodaccordi‘ng to claim 2, whercin said
2 optical disk is a DVD-ROM.

1 6. The copyright protection method according to claim 2, wherein said

2 oplical disk is a DVD-RAM.

! 7.  The copyright protection method according to claim 2, wherein said

-2

optical disk is a hybrid DVD comprising a RAM area and a ROM area as information

3 storage areas.

12



~ . : PAGE: 15
-28 15:@9 MON FROM:TOP PATENTSLAW FIRM 82-2-568-0883 TO: 3620761 SR

! : 8. T he copyright protccuon method according to c¢laim 1, further comprising.
the steps of:

S I

~

3 (D) storing the cryptosystem;

4 - (e) reading the cypher key from the digital recordmg medium; and

o -

) decrypting the encrypted information recorded on the digital recording
6  medium using the cypher key read in step (e).

| 9. The copyright protection method according to claim 1, wherein said
2 cryptosystem is a modulation method for modulatmg mformauon to be recorded
3 using a varied table whose relationship between symbols and codes are varied from a

4  predeternined twable, and said table identification information representative of the

5 varied table is used as the cypher key.

! -10.  The copyright protection method according to c¢laim 9, whcrem said
2 predetermined table is an eight-to-fourteen modulation plus (EFM+) table when the

3 dignal recordmg medium is a DVD,

1 11.  The copyright protection method according to claim 10, wherein said
2 table ndcntlﬁcmon information is a data symbol value in the predetermined EF M+

3 table corresponding to a data symbol value "0" in the varied EFM+ table.

I 12. A digital recording medium compris“ing:

2 ~ adata recording region on at least a part of which information encryptedv using
3 acryptosystem is recorded; and

4 | év copy disapproval region on which a -cypher key for decryption of the

5 encrypted information recorded on the data recording region is recorded.

1 13.  The digiral recording medium according to claim 12, wherein said digital

2

recording medium is an optical disk and said cypher key is recorded on a burst

3 culting area (BCA).

13
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i 14.  The digital recording medium according to claim 13, wherein sajd cypher
key is recorded on a BCA preamble, | '

~

! I5. The digital recording medium according to claim 13, wherein said oplical

2 disk is a digital versatile disk (DVD) and said cryptosystem is a content scramble
3 system.

] 16. The digital recording medium according to claim 13, wherein said optical
2 disk is a DVD-ROM.

! 17.  The digital recording medium according to claim 13, wherein said optical
2 disk is a DVD-RAM. ’
1 . 18.  The digital recording medium according to claim 13, wherein said optical

2. disk is a hybrid DVD comprising a RAM area and a ROM area as information

3 storage areas,

| 19. The digital recording medium according to claim 12, wherein said
2 cryptosystem is a modulation method for m'odulating information to be recorded
3 using a varied table whose relationship between Symbdls and codes are varied from a
4 predetermined table. and said rable identification information icpiescntative ol the

5 varied table is used as the cypher key.

I 20. The digital recording medium according to claim 19, wherein said
2 prcd‘étérmined table is an eight-to.fourteen modulation plus (CFM+) table when the

3 digital recording medium is a DVD.

] 21.  The digital recording medium according to claim 20, wherein said table
2 identification information is a data symbol value in the predetermined EFM+ tablc

3 corresponding to a data symbol value "0" in the varied EFM+ table.
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! 22. A playback apparatus for g digital recordiné medium including 4 dara

LY

‘recording region on at least one part of which informatjon encrypted using g

v

cryptosystem is recorded; and a copy disapproval region on which a cypher key for

4 decryption of the encrypted information recorded on the data recording region is

5 recorded, the playback appératus comprising;

6 a memory for storing the cryptosystem:;

7 a reader for réading data recorded on the digital recording medium; and

8 a decrypter for decrypting the encrypted information recorded on the digital

9 recording medium, based on the cypher key read from the digital recording medium

10 by the reader.

! 23. A digital recording and/or reproducing apparatus comprising:

2 a digital recording medium including a data recording redion on at least a part
3 of which information encrypted using a cryptbsystem 1 recorded and a copy
4 disapproval region on whlich a cypher key necessary for decryption of the encrypiccl.

5  information recorded on the data recording region is recorded;

6 a memory for storing the cryptosystem;
7 a reader for reading data recorded on the digital recording medium; and
8 a decrypter for decrypting the encrypted information recorded on the digital

9  recording medium, based on the cypher key read from the digital rccbrdiﬁg medium

t0 by the reader.
] 24, The digital recording and/or reproducing apparatus according to claim 23,
?  wherein said digital recording medium is an optical disk and said cypher key is

3 recorded on a burst cutting area (BCA). '

T 25. The digital recording and/or reproducing apparatus according to claim 24,

8}

- wherein said cypher key is recorded on a BCA preamble.

! 26. The digital rec’ording and/or reproducing appuratus according 1o claim

[}

24, wherein said optical disk is a digital versatile disk (DVD) and said cryptosystem
15
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is a content scraiuble sysiem,

< t

~

27. The digital recording and/or reproducing apparalus according to claim 24,
wherein said optical disk is a DVD ROM.

28. The digital recording and/or reproducing apparatus according to claim 24.
wherein said optical disk is. a DVD-RAM.

29.  The digital recording and/or reproducing apparatus according to claim 24~

wherein said optical disk is a hybrid DVD compnsmg a RAM area and a ROM area

as information storuge areas.
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ABSTRACT OF THE DISCLOSURE
A digit{al recording medium for .protccting a copyright includes a dats
recording region on at least a part of which information encrypted using a
cryprosystem is recarded, and a copy disapproval region on which a cypher key for
5  decryption of the encrypted information recorded on the data recording region is
recorded. When the digital recording medium is copied illegally, table
7 identification information recorded thereon will be damaged. Thus, the information
recorded on a récording medium obtained by illegally copying the digital recording
medium cannot be reproduced normally. A playback apparatus for the digital
10 recording medium includes a memory for storing the cryptosystem, a reader for
'reading data recorded on the digital recording medium, and a decrypter for
decrypting the encrypted information recorded on the digital recording medium,

based on the cypher key read from the digital recording medium by the reader.
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FIG. 1
(ETARD)

ADD ID AND IDE TO
MAIN DATA :

TO: 3620761

101

ADD CPR_MAI

/102

ADD EDC

103

SCRAMBLE ONLY
MAIN DATA

104

ECC ENCODE 16 -

105

DATA SECTORS

INTERLEAVE 16 ROWS OF|,1086

PO INTO. DATA SECTORS

PRODUCE 16

/107

RECORDING SECTORS

EFM+MODULATION

108

END

PARGE: 62
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PRGE: 83

FIG. 2

1 row

4n rows

(1<n<t 2~)‘

4 rows

5 bytes )
1 byte 4 bytes
SBgca BCA~Preamble
RS et lo i1 l2 I3
RS pcA1 4 s Is 7
RS BCAt : : : :
RSBcat : : : v
RSscaz . : : :
RS BCA1-1
RSgcat
RS BeaAt information _
| RSgcat | .
| RSBcat )
RS BcA1+1
RS 8CAn-1
RS ecAn : : : :
RSBCAn : . . :
RSecan | l16n-5 !16n-7 l16n-5 l16n-5
RS aCAn EDCaca(4 bytes)
RSmcata | Coo Cio Cz20 Cao
RSacA13 . . : .
RSecaA13 ECCgea
RSgca13 | Ca3 C13 Czza ~ Ca3
RSncaia

BCA-Postamble

1 row

RS gca1s
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(START)
ADD ID AND IDE To V101
MAIN DATA
ADD CPR_MAI 102
ADD EDC /103
SCRAMBLE ONLY  |104
" MAIN DATA
ECC ENCODE 16 105
DATA SECTORS

INTERLEAVE 16 ROWS OF| 106

PO INTO DATA SECTORS

PRODUCE 16

107

RECORDING SECTORS

SELECT EFM+ TABLE

310

EFM+ MODULATION

320

IN BCA PREAMBLE

RECORD TABLE NUMBER}330

=D

. PRGE: 64
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Il 47
RECORDER/ |. _| ENCRYPTOR/
READER DECRYPTER
T | _
& | 45
MEMORY
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=225

IYU 1 pPLety )

ﬁ?’ 8 1203&‘)&

¢

4 ﬁ‘-{-\ aﬁﬁ) SIsERA

_W._J

[1 11/\&%5% : 408290

[44)FERRE 894 (20000 10HA 11H
' #FEH
[51) Int.Cl %8 GoeC1/00

EP%E@EN \$E [19] [12]

ES5H

541 RAURERMUCEHRESMECTEEKBUR T EFEREZY

(DALt 308

RIEE <A 087121814
(72188 85 A - -
(71180 3/ A -
ZEBFRHBBRAE - BB
OB A 1 BREE &4
1
(57) s sE B F S E -

1. —ERRBERBO (LSRR E
FHEE(FIERE T & - HEFERE
FEEE TIPSR
(a) 6 Al —E B R M R EC A9 RN
FLUNE
(b) R (a) Fﬁbﬂ@fﬂ‘]ﬁ'ﬂ”ﬂﬁfﬂﬂu
{LEcsxiiie b
OFA—EXLHEHERERNAX

» BRE BERECBTIMA i E e b
» MES S ER (a) RN BRI RN T LARE
R e

2N EE I EEE S 1 IHAT L E R R
FE - Hbhprat s A bR ieEs
—HEBEF - AT SR AT
E—EZIYVEE (burst cutting area°
BCA) -

3. AnER G RS 2@@?@2%1’?@@
k- Ll BERRRIREE

[2)FFEEHY : PERE

10.

15.

874 (1998) 12 H 29 H

2

— BCA HiEI# &R L -

AP ENGESE 2EfT EFER
#EhHY  Hpmtz ek B —EB(r
{LZ &S (DVD) ﬁ’ﬁﬁﬁmZE‘ﬁ%

FRFRIR—ERNBERE RS -

SR A EFEEES 2\ R E(EHE
REHE ﬁ*ﬁﬁi@Z&‘éﬁH‘% &
DVD-ROM -

AR EFGHESE 2T E(FIE
REFE  Hbfmltz XA E—®&
DVD-RAM -

7 AR AR B 2R ATt L E (R HER
FHE  HPFORE B R—EES
DVD ' H8{E— RAMEfI—ROME
FR&ENEFE - -

8. AN FREHAMESE I it 2 E (EHER
EhHE  E— P EETIIZSE:

(D HEBERFMLAET
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<y L3

. 3 -
(e) B LR A B TS 44 ¢ FD
(OERLEE (o) IR BT BB
L3 R IR R AT BE SR AU I R B T LA 87
R

9. MRS FIHEE S UEAT R EIEHE
WA LA 2B AR —E
W — R E RO SRR B FZ MR
DmErysEk - DR IIERN
R - TR BRARRT
RARAREREB®R-

10. 20 R FE BRI BB 55 OIEFII Z E 1E
REHE > HPERMCREEER
DVDEF » f7 it F & RENR — {8 /\ i
+UFHMIER (EFM+ ) % -

1R SE A R 55 10 VB AR At A
REBHk  HebAt e XBIIRREH
5E EFM +RHEE®HE EFM+ RPRE
FRBE © 0, HEN—ERFHFIRE
{H-

12. —EEB A (AT 4R 0 - HAEE
—RERHER - HEELH 5K
R AXETRBRH T UMBNR
EL '
—FRIEERER - ® RSN TR
PREIRAT R BRI F U BN
B -

13NN S BRI A 12 TR B AL

SCE RS - HpAmft B {baC L Ee
B—FrERA - ATt B s
SRE— BB YEE (burst cutting area »
BCA)-

14. 2N R FEE S 13T/ Z B 6I1b
SCERIERS - KA pTilt G B e sk
E— BCAFTRIFAGEL -

- 15 JNEREEE A EEE 13T Z Bl

ECERILES - HLoPATIZ SERER B — B
LB R IEER (DVD) - MATS %
ERGHR—BABEE R -
16. A0 FR S B 2 13 TE AT AL B
RI{LERSRIe - HPFRZ A R —

(2)

10.

15.

30.

35.

40.

. 4

£ DVD-ROM - -

17. 20 R AR E S 131EAT R B ATt

Y Hb e A E—&
DVD-RAM -

18. 401 & 5 B FH) W (58 13 TE AR R 2 By
ORI - HPAmt s i 2 —
ERADVD : HEE— RAME—
ROM B ERENEETE -

19. 20 R SE BRI RIE R 1205 Fr i B 6 b
TR - HOATR S B R R —
ES— e RSB 72 RIRRE
DA R Aoma st - D) StIBMS SRR
MYFTR A » MAREBBARNRDR
BRI AR R TS -

20. 4058 58 BRI REE 58 19TE AT it B4 {L
SR R EmA bR
DVDE¥ » Frift Fa 2 RN —(E /
+ TR ES (EFM+ )3 -

2140 B SE BF SE 55 20 R A& BR AL
SCERILE - KPR RRAIRARE
£ EFM + R4 EFM+ RF 6
YREE T 0, WEMN—ERRIARE
ﬁ °

22 —EWA LSRN EREE - &
HEMAE -THESER K EED
BH— IR & AR E R E R T
MEBEHR : I—SLERER > £
(RSN TR SRR E IR TR TR

AP LURBOESH - SEREENG

=

—SiER - AT TERL
—SHANES - BB aRss s
Fscetugst « #

—RREE - RIS B LT
S8 A S AV A RS S T S B (L ST 4R AR
B F ARSI BE R AT AR -

23 —EEA LS, RENEE - 5
IE
—B LB R aE—
HHHER - B EEDH MR REEE
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5
AXETBRLTUMBMARR: 1—
HibERES - H RIS HTRCR
B ATRL < IR AT LI #E S
- § '

— i - AL B RH

— AR - AL ERCaR e -
FreCekaysTrt - A

—RREER  TIRBFMES AL
LB P RN A B S A T B B G (L RC SR
B AT SR MB R T LARE -

24. 4N ERFE | S E SR 23 H ATt B G (b
ERM RENEKE - KPRl ZB
(LSRR — R - AT
B HAEC S E— BB YIEIE (burst
cutting area* BCA) o ,

25. AN FRFE PRI E 5E 24 R Pt AL (L
EH RENEE - HPls#E
BB HESE— BCARIRS FME -

“26. N R E AR 4 FHATR ZBA{E

RO RENEE - HPAURZ SRR -

FR—ERLBRAEN R (DVD) -
MATILZ BERMAE—EBRERER
5

(3)

10.

15.

20.

. 6

27. 0N FE RS S 24Tt 2 B (b
SCER SRE T - HAATIt e YRR
K R2—f DVD-ROM -

28 fN e FH A SEE 4 24 HATR 2 Bk
SN SREREE » HopArTHe Yerk
H2—# DVD-RAM -

29 MNPTEEFEWE P 4T AR B
SR RERIMEE - HPFRRZkEE
FR—8ES DVD » HE{EF— RAME
M— ROMEFRRNFEFE -

B = B EREA ¢

E—BR—WEE FEALERE
DVD-ROM iR & R EIFFRIAGEE B
1855

£ _B{RETR—E BCATBRZE .

B=EHBR—IZE - (RALIREK

BAZIAH b — TR DVD-

ROM LA RERAMNERE

ENUER—ARE » BREEBRES

S —E R BIFr ke — G {bacsk.

HREE -
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emH K RAmA RS plol
po Sl £ R &

[ wAzanzars  J10?
] o AR 55 45 p103
suswnay  plo4

N ICEAHEE
$FT S 18 2 F 45 18 105
¥ 16 7164 FIAR ST 87 /106

%58 5 KA E P
l ,107

A% 16 MitHKEE

i

[ EFM+ 1A%

J/IOB

F H

“4)
5 bytes

1 byte 4 bytes .
SBeca BCA-#T Bl # 1R
RSacat o it B PR
RS BCAt 4 s le 17
RS acat : : : :
RS BCAY : :
RS acA2 :
RS aea1-1
RS gcat
RSeca 3.
RS Beat
R xat
RSecAt 41
RS pcan-1
RS acan
RS acan : -
RSecan 146n-5 [180-7 l18n~5 116n-5
RSacAn EDCgca {4 bytes)
RSacata | Coo Cro Cxo Cwx
RSacata : : : .
RSecara ECCaca
RSaca1a | Coa Cia Caz Ca3
RSecata | BCA-#£ Rl & R
RS ecAts

fon e

EIE
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